As the number of electronic components in the car increases, the requirement for the higher data transmission scheme among them is on the sharp rise. The control area network (CAN) has been widely adopted to support the in-car communications needs but the data rate is far below what other schemes such as Ethernet and optical fibers can offer. A new scheme for enhancing the speed of CANs has been proposed, where a carrier modulated signal is introduced on top of the existing CAN signal, whereby the data rate can be enhanced over 100 Mb/s. The proposed scheme is compatible with the existing CAN network and accordingly enables seamless upgrade of the existing network to support high-speed demand using CAN protocol.
IntroductIon
With the exploding interest in connected cars and smart cars, the need for efficient data transmission links within the car is rapidly growing. In past decades, there have been many standards developed to address the requirements for fast and robust links between devices within cars. Table 1 shows a comparison of popular in-car network standards. Among them, the local interconnect network (LIN), control area network (CAN), and FlexRay were developed to support the requirement for connection and control of various in-car devices [1] . LIN is a one-wire communication system developed to meet the need for simple networking of sensor-actuator control requiring low bandwidth.
CAN is the most widely used standard in-car networking technology, featuring simplicity and robust performance. CAN is based on bus topology for simple wiring of individual nodes, and a signal is transmitted and received on a differential pair of unshielded twisted pair (UTP) for robust performance against interference. This robust performance and priority-based fast scheduling has enabled its widespread use in time-critical applications such as engine and power train control. Notwithstanding its dominant adoption across the automotive industry, the current standard of CAN, denoted by CAN 2.0, only supports a maximum data rate of 1 Mb/s [2] . In response to the demand for higher data rates, Bosch recently launched CAN-FD (flexible data rate) supporting data rates of up to 16 Mb/s in an attempt to support the need for higher bandwidth based on widespread adoption of CAN [3] . In addition to increasing the data rate, there have been efforts to analyze and optimize the packet transmission delays in the CAN bus, where many nodes send and receive packets independently [4, 5] .
FlexRay was developed to support the requirement for reliable and fast response in applications such as steering, braking, and other safety-critical systems. FlexRay makes use of time slots and cycles instead of random access. Each node is assigned certain time slots in every cycle where it can send packets without any competition or delay. In addition to the above control application, there has been growing demand to connect devices that require much higher bandwidth with the introduction of cameras and entertainment systems in cars.
In order to meet the high data rate demand, automotive Ethernet and media oriented systems transport (MOST) have been developed. Automotive Ethernet is actively being promoted based on its huge success in data networks, both wired and wireless [6] . In order to apply Ethernet to cars, there had to be some modification of standards due to cabling limitations and strict electromagnetic interference (EMI) requirements. As a result, a new Ethernet physical layer standard was developed to support 100 Mb/s over a single pair of copper wires with reduced signaling rates [7] . Unlike data networks, which are less sensitive to packet transmission delay, communication within cars is mostly very time-sensitive. To meet the requirement for real-time communication within cars, the IEEE 802.3br Task Group is working on standards where high-priority packets can interrupt ongoing packet transmission for express delivery [8] . To support in-car infotainment systems, the task of developing efficient multimedia distribution in terms of latency and supported bandwidth is undertaken by the IEEE 802.1 Time Sensitive Networking Task Group. Another Task Group, IEEE 802.3bp, is working to define a standard for 1 Gb/s over a single twisted pair for links up to 15 m, especially for the automotive market [9] . MOST was initially developed to support the need for audio applications [10] . To meet strict EMC requirements, MOST started by using optical fibers as physical media and is based on ring topology to intercon- Given that CAN is the most widely deployed of the above standards, this article discusses increasing its data rate significantly to support the requirements for connected cars and smart cars. The following section introduces the CAN standard and protocol. After that, we describe a proposed high-speed CAN signal transmission scheme, and present a transmitter and receiver to implement the scheme. Following that we provide the simulation results for the proposed scheme. Further enhancement of the proposed scheme is then discussed. The final section concludes the article.
controller AreA network system A conventional CAN system is based on a bus configuration as in Fig. 1 . All the nodes share a bus for communication, and each node can transfer data to any node on the bus. Each node comprises a controller and a transceiver. The controller performs bit transmission/reception and timing control. The CAN transceiver is responsible for signal conversion to and from the bus. In the typical application, the two lines on the bus denoted by CAN_H and CAN_L swing from 2.5 V in opposite directions with offset of 1 V, producing a differential signal when transmitting a dominant bit equal to 0. When transmitting a recessive bit equal to 1, the transceiver stops driving the bus, and the levels of the two lines return back to 2.5 V. The resulting CAN signal is transferred on the CAN bus in the form of a differential signal to reduce the interference from other noise sources. The bus is terminated on both ends to prevent signal reflection from degrading the quality of the received signal on each node. On the receiving node, a CAN receiver detects the voltage level difference between CAN_H and CAN_L to determine bits that are being transferred.
Data in the CAN system is transferred in the form of a frame, as shown in Fig. 2 . Let the dominant bit and recessive bit be denoted by D and R, respectively. In an idle period, the bus stays at R with no node driving the bus. The transmitting node attempts to send the frame by transmitting D when the bus is confirmed to be in the state of R. The initial transmission of D is called startof-frame (SOF). Then an arbitration field made up of 12 bits follows SOF. The arbitration field contains a 12-bit field that represents a unique identifier indicating the type of message it wants to send. In the case when two nodes are starting an SOF and transmitting identifiers at the same time, the scheduling is performed based on the priority of the identifiers, using so-called carrier sense multiple access with bitwise arbitration (CSMA/BA). The node with the smaller identifier value prevails and wins the exclusive right to continue to drive the bus. The losing nodes stops transmission and switches to listening state, waiting for the next chance. This unique and fast resolution of contention is one of the greatest benefits that CAN provides compared to other standards such as Ethernet, where conflict of transmission is resolved by each node transmitting after random periods with none of the nodes getting its message transmitted immediately.
The control field contains control bits and bits indicating the number of data following it. In the data field, up to 8 bytes or 64 bits can be transferred in CAN 2.0. In this case, a CAN frame consists of 110 bits for the standard format. The CAN standard specifies that every five consecutive transmissions of the same bits, either Ds or Rs, should be followed by transmission of a different bit, which is inserted at the transmitter, transmitted on the CAN bus, and removed from the receiver. Hence, the actual number of bits transmitted on the CAN bus could be larger than 110 bits due to this dummy bit insertion and removal. In CAN-FD, the duration of the CAN transceiver data field can be increased over 64-bit periods specified in CAN 2.0. The cyclic redundancy check (CRC) field is used to check data integrity. Receiving nodes calculate the CRC of the frame and compare it against the received CRC. The ACK field is used to inform the transmitter of the receipt of the frame. In the case of error, receiving nodes can start transmission of an error frame to report the error. Following ACK are the end-of-frame (EOF) of 7 bits and inter-frame space (IFS) of 3 bits. After IFS, any node can start transmission by sending an SOF.
With many electronic control units (ECUs) and passive nodes connected on the same bus, the priority-based fast contention resolution of the CAN standard is best suited for safety-critical applications. On the flip side, however, nodes with lower-priority messages can suffer from very long delays before getting a chance to transmit, when the bus is mostly occupied by higher-priority nodes. As a solution to this delay issue, a modified CAN standard called time triggered CAN (TTCAN) was proposed and standardized in ISO 11898-4, which is a higher-layer protocol operating on top of a CAN [11] . In TTCAN, there are windows in the time domain during which only one node is allowed to transmit. In addition, there are other windows during which all nodes can compete for transmission. Hence, nodes with lower-priority messages can use windows dedicated to them for data transmission without suffering severe delay.
Another aspect of improvement on the CAN system is related to the improvement of its transmission rate. Most widely adopted CAN systems now support maximum data rates up to 1 Mb/s. As one of the most obvious improvements, overclocking of the CAN signal has been proposed to increase the data rate to over 1 Mb/s [12, 13] . In [12] , overclocking of the data field has been proposed, by which the data field in a CAN frame can be transmitted at a higher clock rate, reducing the time spent on data field transmission. However, the overall data rate improvement quickly reaches a certain limit because the maximum of bits in a data field is limited to 64 bits. CAN-FD has been proposed as an upgrade to CAN 2.0 where both overclocking and extension of data field are introduced for higher data rate. The data rate is increased by sending bits in a data field at a higher clocking rate for a longer data field length. However, due to the overclocking during the data field transmission, CAN-FD is not compatible with existing CAN standard devices, which can observe bit transitions within a CAN bit period, subsequently reporting errors. As a solution to avoid this unwanted error reporting during the CAN bit period, partial overclocking within the bit period has been proposed and shown to support higher data transmission up to 16 Mb/s [13] . Even with these improvements, the data rate is still lower than what other standards support to meet the increasing demand for higher data rate.
the proposed hIgh-speed cAn system
The primary cause of the data rate limitation of the CAN system comes from three factors. One is the constraint of the bus characteristics, which limits the minimum clock pulse width, which then limits maximum clock rate. Second, due to the attenuation at higher frequency, higher clock pulse suffers from severe edge degradation that could render received waveform hard to detect properly. Finally, only binary signaling is allowed in the standard with very low bandwidth utilization.
The proposed scheme overcomes these limitations by adding carrier modulation to the CAN frame along with higher bandwidth utilization. One of the biggest advantages of using carrier modulation for data transmission is that the proposed system is no longer dependent on edge detection using bit transitions. It also enables the use of higher bandwidth modulation sending multiple bits for each transmit symbol, providing higher data rate without transmission bandwidth increase.
IntroductIon of the cArrIer modulAted sIgnAl
The proposed scheme applies a carrier modulated signal on top of the standard CAN signal when dominant bits are transmitted by a transmitting node. Figure 3a shows the case for the proposed scheme when there are three nodes connected on the bus. The proposed CAN node transmits on the bus while two nodes are receiving from the bus, one being a standard CAN node and the other being a high-speed CAN node. The proposed high-speed CAN transmitter is designed such that the transmitted high-speed CAN signal does not cause any error condition to the existing standard CAN receiver. On the other hand, a high-speed CAN receiver conforming to the proposed scheme can recognize the carrier modulated signal and perform required demodulation. The proposed high-speed CAN controller sends both high-speed CAN transmit bits and standard CAN transmit bits to the trans- mitter. The standard CAN transmit bits comprise the standard CAN frame as in Fig. 2 . High-speed CAN transmit bits are split into two streams for in-phase and quadrature modulation. Depending on the modulation scheme used, the bits in each stream are grouped into N/2 bits, where N is an even integer. Thus, for each in-phase/quadrature symbol, N bits are transmitted. The pulse shaping on complex in-phase/quadrature symbols can be additionally applied for band limiting. Then carrier modulation is applied to get the carrier modulated CAN signal, which is applied on top of the standard CAN signal. Then the CAN bus signal generator converts the signal for transmission on the bus. Figure 3b depicts the high-speed CAN signal generator, where carrier modulated signal S p (t) is first scaled by A p and then shifted by fixed offset, typically 1 V, during dominant bit transmission. The resulting high-speed CAN signal Q s (t) is applied to the CAN bus signal generator only when dominant bits are transmitted in the CAN frame. Q s (t) is then sent to the bus signal converter to produce differential signal Q d (t) to be transmitted on the bus. It should be noted that the value of A p determines the output power of the carrier modulated signal with respect to a standard CAN signal. A higher value of A p is preferred for reliable transmission of a carrier modulated CAN signal. However, setting A p too high may cause Q s (t) to swing below the threshold level of dominant bit detection on the standard CAN receiver. Hence, A p should be set to a proper value depending on bus configuration and system bit error rate requirements. For instance, A p could be simply set such that the lowest value of Q s (t) during a dominant period should be higher than 0.5 V for the purpose of preventing other receivers from erroneously detecting recessive bits. Other sophisticated schemes of A p can also be considered using the power of Q s (t).
In an idle period, the proposed high-speed CAN controller starts frame transmission in the same way as the standard CAN controller by sending an SOF and then an arbitration field to gain bus access. If the node wins the bus through the standard arbitration process, highspeed CAN signal transmission can start from the CAN data field. Note that the CAN bits are transmitted as the standard at the maximum rate of 1 Mb/s, while high-speed bits are transmitted on the modulated carrier with higher data rate. When the dominant bit, D, is to be transmitted, the combined signal is the carrier modulated signal shifted by a fixed offset. During recessive bit transmission no signal is transmitted, because the CAN transmitter is allowed to drive the bus only when it is transmitting dominant bits of CAN. When sending R bits, both generation of carrier modulated signal S p (t) and transmission of high-speed CAN signal stop. It can easily be seen that the period of carrier modulated signal is proportional to the number of dominant bits in the data field of the standard CAN frame. The transmit period of a high-speed CAN signal is maximized when the size the data field is set to the maximum of 64 bits. Further increase in data rate can be achieved when all the data bits are set to dominant 0, enabling the transmission of a high-speed CAN signal over the whole data field, resulting in the highest data throughput. We only consider this case in this article, although it is true that sending meaningful data in the standard CAN frame can bring benefits at the cost of reduction in overall throughput depending on application. It should be noted that the CAN bit stuffing rule dictates putting a bit of opposite polarity after every 5 consecutive bits, while the stuffed bits are removed on the receiver side. Hence, setting data field bits to all Ds would result in a bit pattern of transmission of 5 Ds followed by trans- 
(D-D-D-D-D-R).

IntroductIon of A multI-level modulAtIon scheme
In contrast to the binary signaling of the CAN system, the use of multi-level modulation is considered to increase the throughput. High-speed CAN transmit bits are used to form a complex symbol to be modulated and transmitted on the bus. The complex symbol can be constructed using any modulation scheme, including quadrature phase shift keying (QPSK), 16-quadrature amplitude modulation (QAM,) 64-QAM, and so on. Higher order modulation is preferred to get higher data rate. However, the choice of modulation scheme is related to the signal-to-noise ratio, frequency attenuation characteristics of the channel, and receiver complexity.
receIver Figure 3c shows the proposed receiver. The differential signal received from the bus is converted to a single-ended signal using a differential-to-single conversion device, which is applied to the standard CAN bit detector and band-pass filter, respectively, for high-speed signal demodulation. The standard CAN detector monitors the bus and detects the start of recessive-to-dominant bit transition during a data field and enables the high-speed CAN demodulator operation to run for a period of 5 D bits. The bandpass filter in the high-speed CAN receiver removes the interference from the standard CAN signal as well as out-of-band noise, providing input to the demodulator and equalizer of the proposed scheme. The down converter removes the carrier to generate a baseband signal providing in-phase and quadrature components. The output of the demodulator is applied to the equalizer for channel compensation. A slicer performs hard decision of equalizer output and generates highspeed CAN received bits.
sImulAtIon results
Computer simulation is used to verify the performance of the proposed scheme. The simulator models the transmitter and receiver of the proposed scheme, and the output of the transmitter passes through a channel model of the CAN bus before being processed in the receiver. For ease of explanation, we start with a description of the channel. A CAN bus of 100 m length made of CAT-3 cables is considered, and the transmitter and receiver are placed on each end of the bus with termination. Most of the CAN buses in commercial vehicles are shorter than this, so the length can be considered as the longest case in commercial vehicles. For simplicity, this channel without intermediate nodes is called channel A. In reality, along the bus line, there are many CAN nodes accessing the bus through short feed lines. Starting with the first node 10 m away from the transmitter, a total of 9 CAN nodes are placed 10 m apart, with input impedance of 20 k-ohm. For the length of feed lines, we consider the cases of 0.3 m (channel B) and 0.15 m (channel C) to see their effects on the performance. To obtain the transfer function from transmitter to receiver, we use an ABCD parameter model of transmission lines [15] . The ABCD parameter of each node is found, and the total ABCD parameter from transmitter to receiver is obtained by multiplication of all the ABCD matrices. The transfer function in terms of input voltage to output voltage is obtained and plotted in Fig. 4 . Channel A shows monotonically increasing attenuation as frequency increases due to the resistance of the copper lines. Following the overall attenuation trends, channels B and C show additional drops in frequency response due to the reflections from intermediate tap lines. It can be seen that longer tap lines in channel B cause larger drops in the frequency response, rendering equalization in the receiver more challenging. Since there is more attenuation in the high frequency region, it is beneficial to place a high-speed CAN signal in the lower frequency region when high-speed CAN symbol rates are the same. However, placing the signal closer to DC can cause more interference from the standard CAN signal. Hence, trade-offs should be made based on the bus characteristics, carrier frequency, and symbol rate of the high-speed CAN signal. In addition to the distortion from the bus, additive white Gaussian noise (AWGN) is generated and added to channel output.
On the transmitter side, a standard CAN frame with data field bits set to all Ds is generated, and random bit generators are used to generate bits to be carried in a carrier modulated signal. QPSK, 16-QAM, and 64-QAM with normalized rectangular constellations and Gray bit encoding are considered for modulation schemes, and a square root raised cosine filter with roll-off factor of 0.1 is used for the pulse shaping filter. Considering the frequency response of channels in Fig. 4 , carrier frequency and symbol rate of high-speed CAN signal S p (t) are set to 24 MHz and 36 MHz, respectively. The modulated signal is scaled by setting A p = 0.3 and then shifted by 1 V as in Fig. 3b before being applied to the channel input. On the receiver side, the channel output is applied to the band-pass filter to remove the CAN signal as well as wide-band noise. A linear band-pass filter is designed to have 3 dB bandwidth of 40 MHz centered at carrier frequency with 64 taps. The output is down-converted to baseband, sampled at the symbol rate of the high-speed CAN signal, filtered with the same square root raised cosine filter as the transmitter, and applied to the adaptive equalizer. It is assumed that the timing and carrier synchronization are established for simplicity. An a adaptive decision feedback equalizer is employed to compensate the distortion from the channel. The feed-forward filter and feedback filter employ 24 taps and 8 taps, respectively. For equalizer training, QPSK training symbols generated from random bits are sent for the period of the first 15 D bits out of 64 bits in the data field for each CAN frame. The conventional least mean square (LMS) training method is employed to train equalizer tap coefficients with center tap initialized [14] . Once training is completed, demodulation starts for corresponding data modulation, and the equalizer performs fine adjustment of the equalizer coefficients using slicer output as reference data until the end of the data field. The process repeats itself for each CAN frame.
The bit error rate (BER) performance of the proposed scheme for QPSK, 16-QAM, and 64-QAM are evaluated by varying the signal-tonoise ratio (SNR) of the high-speed CAN signal for channels A, B, and C. SNR is defined to the power of the carrier modulated high-speed CAN signal to the noise power within the bandwidth occupied by the modulated signal. For comparison, a channel with no distortion, denoted by channel R, is considered as a reference. The results are shown in Fig. 5 along with ideal BER performance of each modulation scheme after 100,000 CAN frames are transmitted. Compared to ideal performance, the proposed receiver in the case of channel R shows SNR loss of about 0.9 dB, 1.5 dB, and 1.8 dB for QPSK, 16-QAM, and 64-QAM, respectively, at BER = 10 -5 . The loss results from non-ideal adaptive equalizer operation and interference from an existing CAN signal. It can be seen that the proposed scheme operates well with reasonable loss in the presence of standard CAN signal interference. Results for channel A show that the loss of the copper lines incurs loss of 3.1 dB, 4.0 dB, and 4.9 dB for QPSK, 16-QAM, and 64-QAM, respectively, at BER = 10 -5 . It can also be seen that intermediate taps in channels B and C bring about additional loss compared to channel A. This is due to the fact that higher modulation requires higher SNR, and the equalizer cannot fully compensate the larger frequency distortion in channels B and C. The imperfect compensation of distortion results in residual inter-symbol interference (ISI) that degrades SNR at symbol detection. Comparing the results for channels B and C shows higher SNR is required for the case of longer tap lines to achieve the same BER performance. For channel B, the use of QPSK, 16-QAM, and 64-QAM gives loss of about 4.6 dB, 5.9 dB, and 8.0 dB at BER = 10 -5 compared to ideal performance, while channel C with shorter feed lines shows smaller loss. In a real implementation, the loss can become larger due to impairments such as phase noises of oscillators degrading synchronization performance. To reduce the overall loss, the use of more sophisticated equalizer training needs to be considered to set equalizer coefficients more accurately based on the relatively short period of training symbols. In addition, the use of channel coding such as trellis coded modulation can be considered to lower the required SNR.
The net data rate of a CAN system is lower than the gross data rate during the data field due to overhead bits in CAN frames such as arbitration field, control field, stuffed recessive bits in the data field, and CRC field. In the CAN standard, the maximum data field is limited to 64 bits, and CAN-FD allows for extension of the data field up to 512 bits. Since the proposed scheme uses the interval of a data field for higher data transmission, net throughput increases as the length of the data field increases. To see the effect of data field length and SNR on the net data rate, throughput from transmitter to receiver in the case of channel B is measured by sending 100,000 CAN frames based on the following assumptions. The transmitter and receiver exclusively make use of the CAN bus, and there is no gap between consecutive frames. Any bit error of the high-speed CAN signal during the data field results in the loss of the entire frame. The receiver counts the number of successfully received bits in received frames and calculates net throughput in terms of bits per second. Figure 6 shows the net throughput according to the length of the data field and SNR conditions for each modulation scheme. For the proposed scheme, data field lengths of 64 bits and 512 bits are considered. The net throughput of the CAN with a 64-bit data field and CAN-FD with a 512-bit data field is also evaluated for comparison. CAN and CAN-FD show constant throughput of 0.4 and 12.0 Mb/s, respectively, because their robust binary signaling scheme generates no error frames over the range of SNR under consideration. For QPSK, the proposed scheme with data fields of 64 bits and 512 bits shows higher throughput than CAN-FD when SNR is higher than 15.2 dB and 16.3 dB, respectively. Let us define the SNR that gives the same throughput as CAN-FD as cutoff SNR for each modulation scheme for data field length of 512 bits. It can be said that the use of the proposed scheme provides throughput enhancement compared to CAN-FD when the receiver operates above the cut-off SNR for each modulation scheme. We note that 16-QAM and 64-QAM show cut-off SNR of about 24.0 dB and 31.9 dB, respectively. Hence, for example, the use of 16-QAM is recommended when SNR is in the range of 24 to 31.9 dB. It can be seen that the use of a longer data field requires higher SNR to provide the same throughput because a longer frame is more prone to errors than a shorter frame. However, a longer frame can provide higher peak throughput in high SNR conditions. In the current simulation, QPSK with 64 bits and 512 bits provide the maximum throughput of 28.5 and 54.1 Mb/s, respectively, without any bit errors. To provide even higher throughput, 16-QAM and 64-QAM can be employed in higher SNR condition. Note that the maximum net throughput of 107.8 Mb/s and 161.8 Mb/s is achieved for 16-QAM and 64-QAM, respectively, for data field length of 512 bits. If the proposed scheme is to be employed in an existing CAN bus system supporting only 64 bits, the maximum throughput of 56.9 Mb/s and 85.3 Mb/s can be achieved for 16-QAM and 64-QAM, respectively. For each CAN bus in a particular vehicle, the net throughput can be evaluated based on channel characteristics and SNR in order to provide a guideline on the selection of modulation schemes and data field length.
further works
While the proposed scheme used simple LMS training with long training sequence, a more efficient equalizer initialization scheme can be used to reduce the length of training bits in the data field to achieve higher throughput, especially for a short CAN frame. Although the frequency and timing of the transmitter and receiver were assumed to be synchronized perfectly for simplicity, the introduction of an appropriate synchronization scheme is required for real implementation. The use of an additional coding scheme can be considered to obtain coding gain and protection against other artifacts such as impulsive noises.
conclusIons
A new scheme for improving the data rate of a CAN system has been proposed by introducing carrier modulation on top of the existing CAN signal. The performance of the scheme in the CAN bus environment has been evaluated in terms of BER and net throughput to show that the proposed scheme can provide higher data rate while keeping backward compatibility with the CAN standard. With the use of a longer frame supported by CAN-FD, the net throughput can be increased to 161.8 Mb/s. The proposed scheme can easily be applied to the existing CAN network without additional deployment of cabling to support the need for high data rate links between devices, resulting in significant reduction of the cost and weight of the vehicle. With the proposed scheme, the CAN standard will be able to expand its application to versatile in-vehicle devices requiring higher data rate beyond its wide adoption to control devices. 
